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Introduction

ISO 26262 is rapidly becoming the de facto standard for developing safety-related automotive
systems. Today, almost every engineer working on or around a safety-related feature is
adopting ISO 26262.

Development organizations can accelerate 1ISO 26262 compliance using this guidance and
adapting it to their individualized process and goals. They should consider:

e The recommended functional safety activities in the ISO 26262 standard
o The application’s automotive safety integrity level (ASIL)
e Tools to be used during the development process

This white paper describes common pitfalls that can derail an organization’s adherence to ISO
26262 requirements and can lead to failure of its ISO 26262 assessment. The paper also
provides recommendations on how to avoid these pitfalls.

ISO 26262 Process Pitfalls

The 1SO 26262 standard has 12 sections that range from functional safety requirements
management to attributes that are required in a software development process. Most of the
requirements related to software development are in Part 6 of the standard: ISO 26262-
6:2018. Organizations that plan to use Model-Based Design in their development process
must determine where and how they will use Model-Based Design. To facilitate this work,
MathWorks IEC Certification Kit gives guidance on how to achieve a complete ISO 26262-6
compliance workflow using MATLAB® and Simulink® products.

IEC Certification Kit should be used as a starting point for the process migration journey. The
kit provides an overview of how to achieve 1ISO 26262-6 compliance with Model-Based Design
along with documentation templates and reference workflows.

By understanding the content, organizations can then perform a gap analysis between their
existing process and one that’s compliant with ISO 26262-6 using the following steps:

1. Determine the ASIL requirement of the electrical systems and components being
developed.

Decide which process elements of the ISO 26262-6 standard will be followed.
Map these process elements to the organization’s existing development process.
Analyze and understand the gaps and areas of improvement.

5. Define a process improvement strategy and implementation plan.
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A gap analysis is a critical step for any process transformation activity. Unfortunately, many
organizations underestimate the rigor required when starting an 1SO 26262 project. With an
“‘update as you go” mentality, these organizations typically face project delays or discover they
missed steps during product certification.

MathWorks Consulting Services has conducted countless Model-Based Design ISO 26262
gap analyses. The goal of the service is to provide an objective view of a development
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organization’s 1ISO 26262-6 compliance process and tool usage methods down to the
implementation level. The service not only flags possible process compliance issues but also
provides tool usage recommendations. These recommendations often go beyond processes
and include best practices for modeling and tool application.

The five common pitfalls MathWorks has observed while working with organizations are:

Lack of a software architecture strategy for design and implementation
No clearly defined and mapped ISO-compliant process

No environment for automation infrastructure

No artifact archiving strategy

Not leveraging supplier-provided tool qualification kits
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1. Lack of Software Architecture Design and Implementation Strategy

It is important for the functional safety and architecture teams to have a strategy to meet the
product’s functional safety goals. ISO 26262 allows for software to be developed in two main
ways:

1. All software units and components are developed at the highest ASIL rating required
for the system.

2. Development processes are separate for different ASIL and the quality management
(QM) ratings.

Some development organizations choose option 1 for the simple reason of having a single
process that can be used for all software units. While this might seem like a good choice at
first, in practice the amount of work involved greatly overshadows the simplicity in such
architectural designs. As a result, many functional safety and architecture teams opt for option
2. Option 2 allows the organization to have a few highly rated units that may be classified as
ASIL A-D using safety analysis methodologies such as dependent failure, failure mode and
effects analysis (FMEA), and treating the remainder of the software as QM units.

Once the analysis is done, the electrical system and software need to be architected in a way
such that different levels of ASIL and QM components are properly partitioned. This concept
of partitioning is referred to as freedom from interference and is described in detail in ISO
26262-6:2018 Annex E. Freedom from interference is needed to ensure that one ASIL does
not interact with another ASIL to degrade or harm the other ASIL functionalities. There are
three main concepts discussed in Annex E that should be considered:

¢ Timing and execution
e Memory
e Exchange of Information

Timing and execution of a real-time OS-based embedded system needs to be closely
analyzed. Memory and exchange of information should be carefully thought through and
managed during the design and development of the software units. It is our experience that
development organizations often can create a conceptual design but fail in translating the
design to the correct implementation inside Simulink. There are modeling constructs and

© 2021 The MathWorks, Inc. MATLAB and Simulink are registered trademarks of The MathWorks, Inc. See mathworks.com/trademarks for a list of additional trademarks.
Other product or brand names may be trademarks or registered trademarks of their respective holders.

: '_l' . MathWorks:




model configurations, such as model references, memory sections, and custom methods to
exchange information, that are necessary to meet the partitioning intent. MathWorks has
documented these recommended modeling constructs and modeling configurations in 11 Best
Practices for Developing ISO 26262 Applications with Simulink.

« Use model reference for unit-level models « Group bus signals by ASIL, feature, and » Determine a code placement strategy
« Pick a strategy for grouping units into rate + Use different name tokens for shared
features « Pass only necessary signals to units utilities
» Split ASIL and QM levels at the top level * Optimize placement of signal and
of the model parameter objects
« Eliminate algorithm content at the * Protect data exchanged between ASILs

integration level
* Use model metrics to monitor unit
complexity

Topics discussed in 11 Best Practices for Developing ISO 26262 Applications with Simulink.

The best practices presented in the paper can be used and customized as needed based on
different application needs, including mixed-criticality applications. Without having such
guidance in place, many organizations end up in a state where significant modifications are
needed to achieve the concept of freedom from interference. By managing this before
development begins, the amount of rework and verification activities will be greatly reduced.

2. No Clearly Defined and Mapped ISO-Compliant Process

In the automotive industry, most tier 1 suppliers and OEMs have experienced engineers who
can develop high-quality software. However, when asked, many of these development
organizations do not have proper documentation to explain their entire design, development
process, or both. The organizations instead rely on their engineers to “do the right thing.” If
these development organizations were to be audited for ISO compliance, they would likely fail.
This is because engineers typically focus on the activities and less so on the evidence of their
design decision and outcome. Completeness and due diligence are now up to the engineers
based on their experiences to determine the priority and importance. To avoid this issue,
development organizations must now define their ISO compliance process up front and
ensure all defined activities are executed with evidence proving the results match those of the
activity objectives.

Another common issue MathWorks has observed is that development organizations tend to
document their existing processes based only on a high-level understanding of ISO
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requirements. The realization usually occurs as the product matures and in the final
preparation phase of an assessment. This approach usually drives rework, redesign, or even
delay of production programs. For applications that target the functional safety standard, it is
important to map the development organization’s process to the actual standard at the start of
the program. For example, ISO 26262-6:2018 has approximately 90 different principles and
methods with varying degrees of recommendations for embedded software development. The
development organization should first decide which activities in the ISO standard are going to
be executed, map those activities to internal processes, and specify which artifacts should be
archived as proof from each activity.

The following example document provides an example of various tables in ISO 26262 Section
6 and how they could be mapped to the development organization’s internal process.

e 1SO T~ —— -

-~ . .
: Decision to follow
recommendations . ™
recommendation
f ,Je 7 — Methods for software unit verification /,.—--"’__ TT—
- i r
Methods ¥ ASILD | Applicable Mapping to
1a__| walk-through [} No® : :
= atthrough : o Engineering Task
1c__| Inspection + es
10| semi-formal - es /
1e__| Formal verification + Yes /
A | Control flow analysis + Yes TaskName /' Requirernent Wark Praduct
Model Review [ 150 26262-6:2018 Table 3-1b Madel Review Checkist
i Data flow analysis ad Yes / 190 26262-6:2018 Table -1
1h | Static code analysis ++ es 150 16262.6:2018 Clawza
1 Static analysis based on gbstract + h 150 26262 6:2010 Table 7-1¢
1 Requirement-based test e es = EomE el
e
1 Interface test el ves ‘Modl Testing 150 26262-6:2018 Tabéa 7.1 | Software Unit Tost verification Speciication
1 Fault injection test " ves i 2018 T Mo st ool [Excel Irput Fie)
1m | Resource usage evaluation v Ves - . o Report
in Back-to-back comparison between model and - Yes I " apest
code, if applicable
e oo T I JAC e
Table 8 = Methods for deriving test cases for software unit testing [51L) Testing 150 26262-0:2018 Table 9-13 | Model Un Test Tool (Excel input File)
- 50 26262-5:208 Tabla 910 | Code & Report
Methods ASILD | Applicable ; o i
la Analysis of requirements 3 Yes || Processor-in-the-Loop
(59 Testing
1b_ [ Generatian and analysis of equivalence ciasses + Yes | | g0i06-Sai T 2e |
1c | Analysis of boundary values + es || Code Anahs 150 26202-6:2018 Table 0
1d Error guessing based on or experience - No* 1546 26252-6: 2018 Table 741
150 26262.6:2018 Tabla 7-1g
Table 9 — Structural coverage metrics at the software unit level r;:x;:;zuw Table 31k _|
Methods ASILD | Applicable 150 26262 -6:2018 Clause & Saftware Unit Verification Chacklist
1a__| Statement coverage -+ Yes
1b__| Branch covera; ++ Yas.
1c | MC/OC (Modified Condition / Decision Coverage i+ Yes -

Example ISO 26262 Section 6 mapping to development organization’s process.

Mapping documents such as this can be part of the gap analysis service to show missing
activities and capabilities. MathWorks Consulting Services can work with you on an
implementation plan to use as the production program continues. Such a step is important
because when the development organization goes through an audit, this document will
provide a way to demonstrate which ISO 26262 activities are being carried out and can also
be used as part of the safety plan evidence. This document provides information on why some
activities were skipped and where the corresponding artifacts will reside in the configuration
management system.

Therefore, it is crucial for development organizations to plan three main steps for all of the
engineering activities:

o Define: Create process documents that describe which activities need to occur at each
stage of the development cycle.

o Execute: Consistently execute these activities. Checklists and design reviews should
be in place to ensure compliance.

© 2021 The MathWorks, Inc. MATLAB and Simulink are registered trademarks of The MathWorks, Inc. See mathworks.com/trademarks for a list of additional trademarks.
Other product or brand names may be trademarks or registered trademarks of their respective holders.

J MathWorks'




e Archive: Identify a list of artifacts (work products) that need to be archived at each
stage of the development cycle.

An ISO-compliant process should be defined as early in the product development cycle as
possible. These tasks can drive design decisions and implementation methodologies. Defining
the process early on avoids unnecessary rework during assessment or prior to the start of
production.

3. Lack of Automation Infrastructure and Environment

Common feedback from development organizations that are executing their first ISO-
compliant project is the planning and execution rigor required is greatly above their
expectations. Not only are the development organizations new to some of the activities, but
the added processes around task execution and artifact management can add constraints to
the organizations’ bandwidth. As a result, automation should be considered part of the overall
ISO strategy. Development processes should be optimized such that most of the developer’'s
time is spent creating the algorithm and the test cases used to verify the algorithm against the
requirement. Everything else beyond that should be automated. Automation is a common
industry practice to improve 1ISO compliance.

An enabler or a prerequisite to automation is to have a defined process with inputs, activities,
and outputs clearly defined and documented as mentioned earlier. It is important to note that
automation should be done in two different modes. First, to support the user in understanding
what needs to be done, an interactive workflow where a desktop automation tool is also
considered should be included. An easy way to achieve this is to have a set of APIs or GUIs
that automatically configure the work products based on project needs. These can include
model/code guidelines, model or code generation configurations, or report templates. Second,
the same set of activities supported through desktop automation should also be available
through a continuous integration (ClI) type of workflow.

Interactive Workflow
Workflow for design,

.
® debugging, review,
Simuink Reguiramen: M ...etc.
f—
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Sk Coverage
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Design Code
> Requirements |:> Design [, Desiar |:> Code [0 yerion |:> e Goder
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el Freject
HLR Specs LLR Specs Stds Compliance O Source Code Code Inspaction
Dasign Er T Eseousble Code
,

U0 ooo
a
2
g
H

Verif Resulis
LLR/Test Trace Procedures

Example Lifecycle Data

Note: Jenkins referenced as an example Confinuous Integration Platform
Automated Workflow

Workflow that generates the
final artifacts

Automation support for both interactive and automated workflows.
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Desktop automation support allows the users to interact with the model in the native Simulink
environment while simplifying the necessary configuration through a “single-button clicks” level
of automation. That way, developers are focusing on creating the algorithm and review/update
the algorithm based on design guidelines. The interactive workflow adds a layer of security,
ensuring the final artifacts are generated correctly and objectively verified against defined
guidelines and metrics.

4. No Artifact Archiving Strategy

When organizations adopt an 1ISO 26262—compliant workflow it is crucial to decide which
artifacts should be stored in the configuration management system. Even if some of the
process is automated in a Cl server or results are being checked manually, proof of these
activities should be stored in a configuration management system to ensure that the activities
were completed. To accomplish this, each checklist and/or process document should detail
which artifacts should be saved.

Coverage Results

28 09:15:05

Verification Report ‘

Simulink Test
(Test Manager)

Veriﬁcatibn Plots

Example Simulink Test workflow with artifacts.

The above screenshot demonstrates an example of a verification report that can be generated
and saved in a configuration management system for proof-of-test-case execution. This
artifact can be reviewed later during an 1ISO audit, as part of a release checklist, or if
confirmation is needed that a given release was tested. A baselining strategy should be in
place that details which artifacts were used and when they need to be reproducible. Not all
design increments or verification reports are needed.

Through our Consulting Services engagements, we often see customers having difficulties
capturing all the necessary artifacts. However, this information can be known only once there
is a good understanding of ISO 26262 Part 6, the Model-Based Design workflow, and the
corresponding MathWorks toolchain outputs. This is where the MathWorks IEC Certification
Kit serves as a valuable resource. The kit provides a mapping of applicable tools against the
tables of topics, principles, and methods. Also contained in the kit is a reference workflow that
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will help developers visualize a high-level ISO 26262-6 software development workflow.
Examples of the mapping table and reference workflow are shown below.

Table 9 — Structural Coverage Metrics at the Software Unit Level

ASIL Applicable Model-
Based Design Tools
Methods A B C D andProcesses Comments
) ] ] ] ]
1a Statement coverage ++ ++ + + Simulink Coverage — ! During model testing, Simulink Coverage can

Model coverage analysis  collect execution coverage at the model level.

Simulink Coverage — During 5IL and PIL execution, Simulink
Code coverage analysis | Coverage can measure the statement coverage
of the generated code.

1b Branch coverage + -+ -+ ++ Simulink Coverage — During model testing, Simulink Coverage can
Model coverage analysis | collect decision coverage (also known as

Simulink Coverage — branch coverage) at the model level.

Code coverage analysis During SIL and PIL execution, Simulink
Simulink Desi o Coveralge can measure the deci_sion coverage of|
1S®26262 Crestcaseged £ CAC ertification Kit:

P A | Simulin e-:mnd é t| ran generate test cases

Recommended Activities B?E*Q,’;]ameﬂ OIS the model

Example of tool mapping for ISO 26262-6:2018 Table 9.

MIL Unit and Integration Testing (SLTest, SLReq, SLCov) PIL Testing (SLText)

SIL Back-to-Back Unit and Integration Testing
Prevention of Unintended Functionality

Architecture Verifcaion (SLTest, SLCov, SLDV)
eospr s =
Static Model Analysis Static Code
(SLChk, SLDV) Analysis (PS)
A 4 . Y r v \ 4 A 4 » A 4 \ 4
System Software < Software _| Implementation | Generated | Integrated
Requirements Requirements Architecture Model C/C++ Code Object Code

Architecture
Development
(SysCom, SL, SF)

Requirements

Modeling Code Generation

Authoring (SL, SF, FPD) (EC)

(SLReq)

Compiling

IEC Certification Kit reference workflow.

5. Not Leveraging Supplier-Provided Tool Qualification Kit

ISO 26262-8:2018 discusses the supporting processes that are used during the development
of an ISO 26262—compliant application. This section also discusses a key concept that is often
unfamiliar to the automotive industry: need for tool qualification. Without a tool qualification
process, it is possible for automated tools to introduce errors into the final product. If a tool is
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used in the development of an ASIL-rated application, then the tool will need to be classified
based on its tool confidence level (TCL), followed by necessary steps proving that it is safe to
use. The work is tedious but can be mitigated because many tool vendors do provide tool
certification kits. This is also true for MathWorks.

Tl e
Tool Use Cases
[SLVNV _UC1] Static analysis of a model to verify compliance
with specified modeling guidelines
The Simulink Venfication and Validation tool is used to check a Simulink or
= Stateflow model for compliance with design and coding guidelines
=
2 :uw’ [SLVNV UC2] A N Checklist 1: Model Compliance Checking
B Subs ion and Technique / Measure | Associated Requirements | Used /Usedto | Interpretation in
3 Validatic 2 limited degree | this application,
w CERTIFICATE 1Not used
Pl vo zottoreroszons The fixes are applied to the model 1- | Abecace omodeing. | » Desigustioa o modeling
S Holdor of Cerfificate:  The MathiWorks, Inc pudelines guidelmes
e [SLVNV u:iq Structural coverage analysis of test cases at the o Revicw of modebing giddins
s m vel 5 sutable for use
= Evidence for using the
S Factory(es): o modeling puidelines
e Certification Mark: 7| Model compliance + Desspation of model
. f checking (Static anaysis | - complimee checks i Model
5 LTV 2 the modelJevel) Advisor
= Y
o - * Static amalysis of model to.
= (See “Tool Use Cases”™ i
s ; i e St venty complizmce w
: bty ustag Model Advisor
£ Wortflow) + Generation of Model Advisor
. teport 1o documment esults of
A e
: Review of Model Advisor
= report for detected Fundelme
2t olations 204 extors
5 Corrective action oa guideline
* otations and eors
= Potential Use case(s) |TI i for TO [Jus [3 | Peecedmgor « Execution of specified fet
2 malfunction or mn and detection for subsequent dyeamsc cases agamst model
= emoneous output measures ‘verification (testng) .
E e ey
I [SLVNV_E2] [SLVNV_UC1] |TI1 |y, .
© Model Sutsence culys (See “Esror Preveation | » Comrectve action ca e of
* e lis model does not 204 Detection Measares’ mode] tests.
P -ompliance violate modeling 0 the Stwlink
< Checking - False guidelines, -
E Posiave
£ [SLVNV_E3] (SLVNV_UC1) [T11 | Ervor in the tool: |- R W kf I C f —
E = Z
g o |[3o2er does not atect orkriow contormance
Compliance analysis results
Checking~ Non
ssessmen Tnterterence
[SLVNV_E4) [SLVNV_UC1] | TI1 | Nuisance only: - » = TCL1
Model model does not
Compliance violate modeling
Checking— guidelines.
Incorrect
hyperlinks
[SLVNV_ES) (SLVNV_UC1] | T12 | Incorrect fixing | M2a] TD2 |Re-checkingof [TCL2
Model could introduce Subsequent the model will
Compliance error inthe re-checkingof detect
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Incorrect fixingof compliance standard
reported issues with specified violatons
modeling introduced by
guidelines the automatic
fixing but
might miss

IEC Certification Kit sample prequalification artifacts.

The above screenshot details the MathWorks IEC Certification Kit documentation. The kit
provides the analysis done to classify each tool based on its use cases, potential
malfunctions, and error detection and prevention methods. For tools that are classified as
other than TCL 1, additional artifacts such as independent assessment of the tool
development process and validation of the software tool through test cases are also available.

Through MathWorks ISO gap analysis, we found that many customers often overlook the
availability of such certification kits and end up repeating much of their work. When reviewed,
much of the tool qualification work had missed certain artifacts or had incorrect analysis,
incorrect justifications, or both. All of these factors can lead to unnecessary rework during
assessment time.
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Summary

We have shared a set of common pitfalls that we observed through recent ISO 26262
projects. The hope is for this information to help other automotive engineering teams that need
to achieve 1ISO 26262 compliance. We believe the key to avoiding these pitfalls lies with
planning, process capture, software architecture, reporting/archiving, automation, and tool
qualification.

Contact

We are interested in your observations and feedback.

John Lee, johnl@mathworks.com

Jason Moore, jasonm@mathworks.com

Learn More

ISO 26262 Process Deployment Advisory Service — Consulting Service Overview

ISO 26262 Support in MATLAB and Simulink - Resources
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